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. O01IHMe moJ10KeHus

1. Llenbio co3maHusi CHCTEMbl AHTHBHUPYCHOM 3aIMTHI SIBISIETCA OOecredeHue
3aMUIIEHHOCTH HWH()OPMAITMOHHO-KOMMYHHKAIMOHHOW cucteMbl (manee UKC) or
BO3JICCTBHS PA3JIMYHOTO POJIa BPENOHOCHBIX MPOrpaMM M HECAHKIMOHUPOBAHHBIX
MacCCOBBIX MOYTOBBIX PACCHUIOK, MPEAOTBPAIEHUS UX BHEIPEHUS B UH(MOPMAIIMOHHbBIC
CUCTEMBI, BBISIBJICHUS ¥ 0€30I1aCHOT0 yJIaJIEHUsI U3 CUCTEM B CTydae MOoMalaHusl, a TaKxKe
¢unpTpanuu noctyna noiszoBarenen MOY «llymunosckas COUI» (manee OO) k
HEMPOAYKTUBHBIM MHTEpHET-pECYpCcaM B KOHTPOJIS UX AIEKTPOHHOM NEPENUCKHU.

2. OcHOBONOJATralOMMMH TpPeOOBAHUAMH K CHCTEME AHTUBHUPYCHOW 3aIUThHI
TMMHA3HUH SABJISTFOTCS:
- pelnieHue 3a7a4yd aHTUBHPYCHOM 3aIMTHI JAOJHKHO OCYIIECTBISATHCA B OOIIEM BHUJE.
CpencTBo 3alllUThl HE JOJKHO OKAa3bIBaTh IMPOTHUBOACHCTBUE TOJBKO KOHKPETHOMY
BUPYCY WM TpYNNE BHPYCOB, MPOTUBOJCUCTBUE NOKHO OKa3bIBAaThCS B
MPENIOJIOKEHUSAX, UTO BUPYC MOXKET ObITh 3aHECEH Ha KOMIIBIOTEpP U O BHUpyce (0 ero
CTPYKTYp€ (B YaCTHOCTHU, CUTHATYPE) U BO3MOXKHBIX JEHCTBHUIX) HUUYETO HEU3BECTHO;
- peuieHue 3aJayd aHTHUBUPYCHOM 3alIUThl JOJDKHO OCYIIECTBISTHCS B PEATbHOM
BPEMEHU.

3. MeponpusTysi, HaIpaBJICHHBIE HA PEIICHUE 33/1a4 110 aHTUBUPYCHOM 3aIlMTE:
- YCTaHOBKA TOJIBKO JIMIIEH3UPOBAHHOTO MPOrPAMMHOI0 00ECTICUeHHS TUO0 OECIIIIaTHOTO
aHTUBUPYCHOT'O MIPOrPaMMHOI0 OOECIICUEHUs;
- peryJyisipHoe€ OOHOBJICHHE U €KEHEEIbHbIE MPOPUIAKTUUECKUE TPOBEPKH;
- HEINpPEPBIBHBIA KOHTPOJb HaJ BCEMU BO3MOXHBIMH IIyTMU ITPOHMKHOBEHUS
BPEJOHOCHBIX MPOrpaMM, MOHUTOPUHI AHTUBUPYCHON O€30MaCHOCTU M OOHapyKeHUE
JNECTPYKTHUBHOM aKTUBHOCTH BPEIOHOCHBIX IpOrpaMm Ha Bcex oobekTax MKC;
- ©KEJTHEBHbIM aHaJIu3, PaHXUPOBAHHUE U MPEJOTBPAIICHUE YIPO3 PACIPOCTPAHECHUS U
BO3JICUCTBHS BPEAOHOCHBIX MPOTPAMM ITyTEM BBISBICHHS YSI3BUMOCTEN UCIIOIb3YEMOTO
B UKC onepamroHHOro mporpaMMHOTO OOECMEYeHUsI U CETeBBIX YCTPONCTB U
yCTpaHEHUs OOHapyKEHHBIX J€(PEKTOB B COOTBETCTBUU C JAHHBIMHU IIOCTaBIIMKa
OpPOrpaMMHOT0  OOecriedeHus: W JPYTuX  CHEUUAIM3UPOBAHHBIX  SKCIEPTHBIX
AHTUBUPYCHBIX CITYXKO;
- IPOBEJEHUE MPOPUIAKTUYECKUX MEPOIIPUATUI IO MPEIOTBPAIICHUIO U OTPAHUYEHUIO
BUPYCHBIX 3MUJEMUMN, BKIIOYAIOIIMX 3arpy3Ky U pa3BepThIBAHUE CHEIUATbHBIX MPABUJI
HeWTpanu3anuu (OTPa)KeHUIO, U3OJSIMN U JIMKBUAAIIMU) BPEJOHOCHBIX MPOTrpaMM Ha
OCHOBE PEKOMEH/IalIMi 110 KOHTPOJIIO aTaK, MOJAr0TaBIMBaEMbIX Pa3pabOTYNKOM CPE/ICTB
3aIIUTHI OT BPEIOHOCHBIX ITPOrpamMM U IPYTUMU CIIEHHATM3UPOBAHHBIMU 3KCIIEPTHBIMU
AHTUBUPYCHBIMU CITy’)KOaMH IO TOTO, Kak OyAyT BBINMYIICHBI (Dailyibl UCTIpaBICHHM,
MIPU3HAKOB U AHTUBUPYCHBIX CUTHATYD;
- TIPOBEJICHUE PETYJSIPHBIX MPOBEPOK LEIOCTHOCTH KPUTUYECKU BAXKHBIX MPOTrpamMm U
JTaHHBIX.
- HaJgu4ue JUIIHUX (AIIOB M CIIEJ0OB HECAHKIMOHUPOBAHHOTO BHECEHHS] M3MEHEHUU
JOJHKHO OBITh 3aperMCTPUPOBAHO B KYpHAJIE M PACCIEAOBAHO: BHEIIHHWE HOCHUTENU



uH(pOpMAaIIMM HEU3BECTHOI'O MPOUCXOXKIEHUS CIEIYET MPOBEPSITh HA HAJTUYKME BUPYCOB
710 UX UCIOJIb30BAHUS;
- COOJIIOJIEHNE YCTAHOBJICHHBIX MPOLEAYP MO YBEAOMJICHHIO O CIyYasX MOPaKeHUS
aBTOMATHU3UPOBAaHHOW WH(GOPMAIIMOHHON CpeAbl KOMIBIOTEPHBIMH BHpPYCAMH U
IPUHATHIO MEP MO JUKBUAALMH MTOCIEACTBUI OT UX MPOHUKHOBEHHS,;
- HaJIM4YME TIUIaHOB oOecrniedeHus OecriepeOoiHON paboThl TMMHA3uUW JIJISl CIy4YaeB
BUPYCHOTO 3apakeHHs, B TOM YHCIIe IUJJaHbl PE3EPBHOTO KOMUPOBAHMS BCEX
HEO0OXOIUMBIX TAHHBIX U MPOTPAMM U UX BOCCTAHOBJICHUS. DTU MEPbl OCOOCHHO BaXKHBI
I CETEBBIX (PAiJIOBBIX CEPBEPOB, MOJACPKHUBAIONINX OOJBIIOE KOJIMUECTBO pabounx
CTaHIIUH.

Il. TexHonoru4yeckue HHCTPYKIHHA

1. Tupextop OO Ha3zHayaeT JUI0, OTBETCTBEHHOE 32 AaHTUBUPYCHYIO 3aIlUTY.

2. B OO MoxeT HCHOoIb30BaThCsl TOJBKO JIMIIEH3MOHHOE aHTUBUPYCHOE
nporpaMMHOe  oOecrieueHue Ju00  CBOOOJHO-PACIPOCTPAHSIEMOE IPOrPaMMHOE
o0ecrnieueHue.

3. O06s3aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIIO MOMJICKHUT JIt00ast nHpopmarus
(TexcToBble (haiiibl 1IOOBIX (HOPMATOB, (PaiiiIbl JaAHHBIX, UCHIOJHSIEMbIE (Pailyibl, TOYTOBBIE
coOOIlleHUsI), TIoJlydaeMasl W TIepenaBaeMasi M0 TEJIEKOMMYHUKAIMOHHBIM KaHajaaM
CBsI3H, a Takke mHpOpManus, Haxoasmascs Ha cbeMHbIX HocuTenssx (CDROM, DVD,
flash-naxkonurensx u 1.11.).

4.  Koutponp  ucxomsmend — uHPoOpMamUMM ~ HEOOXOIMMO  MPOBOIUTH
HEIIOCPEJICTBEHHO IIepe]] apXMBUPOBAHMEM M OTHPABKOM (3allUCbI0 HAa CHEMHBIN
HOCHUTEIh).

5. ®@aiinpl, MoMelmaeMble B 3JEKTPOHHBIA apXWB, JODKHBI B 00s3aTEIbHOM
MOPSIIKE MPOXOJUTh AaHTUBUPYCHBIA KOHTPOJIb.

I11. TpeGoBaHusi k NpoBeAeHNI0O MEPONIPUITHI 0 AHTUBUPYCHOI 3aIUTE

1.B navasie paOoThl TIpHU 3arpy3ke KOMIIBIOTEpa B aBTOMATHUYECKOM DPEXHME
JOJKHO BBITIOJTHATHCS OOHOBJICHHE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2. Ilepuonnueckue MPOBEPKU 3JIEKTPOHHBIX apXHWBOB JOJDKHBI IPOBOJUTHCS HE
peXe OJHOrO pas3a B HEAENI0, JaHHbIE, PACHOJIOKEHHbIE Ha pPabO4YMX CTAaHLUAX
MOJI30BATENEH - €XEAHEBHO, B HOUHOE BpPEMsI 0 PaCIUCAHUIO.

3.BHeodepenHoit  aHTUBUPYCHBIM  KOHTPOJb BCEX JUCKOB U (ailioB
IIEPCOHAIBHOTO KOMITBIOTEPA JIOJIKEH BBIIOJIHATHCS:

4. HenocpeACTBEHHO MOCTE YCTAHOBKH (M3MEHEHHUS ) TPOTPaMMHOTO 00ecrieueHus
KOMITBIOTEPA JOJDKHA OBITh BBIMOJHEHA AHTHUBUPYCHAs MPOBEpPKAa HAa cepBepax u
MEPCOHAIBHBIX KOMITBIOTEPAX IIKOJIBI.

S5.IIpy BO3HMKHOBEHMM TIOJIO3PEHUSI HAa HAJIMYHUE KOMIIBIOTEPHOTIO BHUpYyca
(HeTunuyHasi paboTa Mporpamm, MOSBICHHUE TpaQUUECKUX U 3BYKOBBIX 3(P(EKTOB,
HMCKaXEHUN JJAaHHBIX, Mponajanue (paitios, yacToe MOsBJICHUE COOOIIEHUN O CUCTEMHBIX
OIMOKaX M T.I1.).



6.11pu oTIIpaBKe U MOJIy4E€HUH IEKTPOHHOM [TOYTHI OIIEPATOP SJIEKTPOHHOM MOYTHI
00s13aH MPOBEPUTH IEKTPOHHBIEC MMCHhMA U UX BIOKEHHS Ha HAJTMYUE BUPYCOB.

7. B cnyuae oOHapyXeHHs 3apaK€HHBIX BUpycaMu (hailloB MM DJIEKTPOHHBIX
IIMCEM I10JIb30BaTENN 00sI3aHbI:
- [IppocranoBUTH padoTy.
- HemenneHHO MOCTaBUTh B U3BECTHOCTh O (DaKTe OOHAPYKEHUS 3aPAKEHHBIX BUPYCOM
(GaiiioB OTBETCTBEHHOrO 3a OOECHEYEeHHWE AHTUBMPYCHOM 3allluThl (B CIy4yae e€ro
OTCYTCTBHSI - AUPEKTOPA) THMHA3HH.
- COBMECTHO C BIQJENBLEM 3apaXCHHBIX BUpPYcOM (aillloB NpPOBECTH aHAIU3
HEOOXOIMMOCTHU AAbHEHIIIETO UX HCTIOIb30BAHMS.
- [IpoBecTu eueHre Wi YHUUYTOKEHHE 3apaKEHHBIX (PailyioB.

IV.OTBeTCTBEHHOCTH

1. OTBETCTBEHHOCTh 3a OPraHMU3ALMI0 AHTUBUPYCHOW 3alIUTHI BO3JAracrcs Ha
nupekropa OO nim 1Mo, UM Ha3HAYEHHOE.

2. OTBETCTBEHHOCTh 3a IPOBEJACHUE MEPONPHUATHNA aHTHUBHUPYCHOTO KOHTPOJISA B
OO Bo3naraercs Ha OTBETCTBEHHOrO 3a OOECIEYEHUE AHTHUBUPYCHOM 3alllMThI,
coOmoieHne TpeOoBaHui HacTosed WMHcTpykuuu mnpu padoTe Ha MEepCOHATbHBIX
paboyux CTaHUMSAX BO3JIAraeTCs Ha MOJIb30BATENEW MAHHBIX CTAHUMWA WIM MEAarora,
OTBEUAIOLIETO 32 padOTy KOMIIBIOTEPHOTO Kiacca.

3. Ilepnoanyeckuil KOHTPOJIb COCTOSIHMSL aHTUBHpyCcHOM 3amuTtel B OO mo
BOIIPOCaM perjaMeHTaluu JocTyna K MHpopManuu B ceTu VHTepHET ABa pas3a B roj
(HOs10pB, ampenb) U (ukcupyercs B JKypHaie MpOBEpPOK AHTHUBUPYCHOM 3aIUTHI B
LIKOJIE.



